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Information technology service management — Requirements for bodies providing audit and certification of IT service management systems

Introduction

Certification for the IT service management system (ITSMS) of an IT Service provider organization is one means of providing assurance that the organization has implemented an ITSMS for the effective delivery of IT services.  Requirements for an ITSMS can originate from a number of sources and this document has been developed to assist with the certification of ITSMS that fulfill the requirements of the International IT service management standard, ISO/IEC 20000-1.  

The criteria for bodies operating audit and certification of management systems are contained in the International Standard, ISO/IEC 17021. If such bodies are to be accredited as complying with ISO/IEC 17021 with the objective of auditing and certifying IT Service Management Systems (ITSMS) in accordance with ISO/IEC 20000-1, and the itSMF scheme document, some additional requirements and guidance to ISO/IEC 17021 are necessary.  These are provided by this document.

The text in this document follows the structure of ISO/IEC 17021, and the additional itSMF-specific requirements and guidance on the application of ISO/IEC 17021 for ITSMS certification are identified by the letters “SM”.
The term “shall” is used throughout this document to indicate those provisions which, reflecting the requirements of ISO/IEC 17021 and ISO/IEC 20000-1, are mandatory. The term “should” is used to indicate those provisions which, although they constitute guidance for the application of the requirements, are expected to be adopted by a certification body.
NOTE Throughout this document, the terms “management system” and “system” are used interchangeably.  The definition of a management system can be found in ISO 9000:2005. The management system as used in this document is not to be confused with other types of system, such as IT systems.
1 Scope

This document specifies requirements and provides guidance, in addition to the requirements contained within ISO/IEC 17021. for bodies providing audit and certification of IT service management systems (ITSMS) within the itSMF scheme. It is primarily intended to support the registration by itSMF of certification bodies providing ITSMS certification against the criteria contained within the ISO/IEC 20000-1 standard.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 17021:2006, Conformity assessment — Requirements for bodies providing audit and certification of management systems

ISO 19011:2002, Guidelines on the audit and certification of environmental and quality management systems 

ISO/IEC 20000-1, Information technology - Service management – Part1: Specification
ISO/IEC 20000-2, Information technology - Service management – Part2: Code of practice 

2.1 Other reference documents

Other documents that providing useful information for auditors performing certification audits are:

itSMF Certification Scheme – Scoping Guidelines” document
3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021 and the following apply.

Certificate: a document indicating that a client organization’s ITSMS conforms to specified ITSMS standards and any supplementary documentation required under the system.  The certificate is issued by a certification body in accordance with the conditions of its registration by itSMF and bearing the itSMF certification scheme mark

Certification body: third party that assesses and certifies the ITSMS of a client organization with respect to published itSMF requirements, and any supplementary documentation required under the system.  Within the itSMF scheme these are referred to as Registered Certification Bodies or RCBs.
Information Technology (IT):  the use of technology for the storage, communication or processing of information.  The technology typically includes computers, telecommunications, applications and other software.  The information may include business data, voice, images, video etc.  IT is often used to support business processes, through the use of IT services.

Mark: legally registered trade mark or otherwise protected symbol which is issued under the rules of a registration by itSMF or of a certification body, indicating that adequate confidence in the systems operated by a body has been demonstrated

Organization; the entity seeking certification that may be a company, corporation, firm, enterprise, authority or institution, or part or combination thereof, whether incorporated or not, public or private, that has its own functions and administration and is able to ensure that effective service management is exercised

4 Principles

There are no additional requirements.
5 General requirements

5.1 Legal and contractual matters

5.1.1 Legal responsibility

There are no additional requirements.

5.1.2 Certification agreement

There are no additional requirements.

5.1.3 Responsibility for certification decisions

The decision shall be based upon the findings and certification recommendation of the audit team as provided in their certification audit report and any other relevant information available to the certification body.
6 Structural requirements

There are no additional requirements.

7 Resource requirements

7.1 Competence of management and personnel
There are no additional requirements.

7.2 Personnel involved in the certification activities
7.2.1 There are no additional requirements.

7.2.2 There are no additional requirements.

7.2.3 There are no additional requirements.

SM 7.2.4: All technical experts used on audits must have successfully completed the three day itSMF accredited ISO/IEC 20000 Consultant training course and have two years relevant IT service management experience. 
SM 7.2.5: The following criteria shall be applied for each auditor in the ITSMS audit team. The auditor shall have:

a) at least four years full time practical workplace experience in information technology, of which at least two years in a role or function relating to IT Service Management;

b) successfully completed a minimum of a five day training programme on the subject of auditing and audit management, two days of which shall have been an itSMF accredited ISO/IEC 20000 Auditor training course;

c) prior to assuming responsibility for performing as an auditor, the candidate should have gained experience in the entire process of assessing ITSMS, this experience should have been gained by participation in a (minimum of two assessments), including review of documentation and improvement programmes, implementation assessment and audit reporting;
d) Maintained their own knowledge and skill in auditing ITSMS.

Auditors performing as lead auditor shall additionally fulfil the following requirements: 

1. have acted in the role of audit team leader in at least three ITSMS audits, under the direction and guidance of an auditor competent as an audit team leader
2. have demonstrated they possess adequate knowledge and attributes to manage the assessment process;

Any variations to these pre-requisite levels shall be documented by the certification/registration body e.g. for personnel already qualified as auditors in a related discipline.

7.2.6 There are no additional requirements.

7.2.7 There are no additional requirements.

7.2.8 There are no additional requirements.

7.2.9 There are no additional requirements.

SM 7.2.10:  Auditors shall be able to demonstrate their knowledge and experience, as outlined above, for example through:

a) recognized ITSMS-specific qualifications;

b) registration as an auditor;

c) approved ITSMS training courses;

d) up to date continual professional development records;

e) practical demonstration through witnessing auditors going through the ITSMS audit process on real client systems
f) at least annually recorded personal reviews and feedback
8 Information requirements

8.1 Publicly accessible information

SM 8.1:  The certification body shall inform itSMF of any new certifications or changes in certification status within twenty working days of the decision being taken. 
8.2 Certification documents

There are no additional requirements.

8.3 Directory of certified clients

There are no additional requirements.

8.4 Reference to certification and use of marks

SM 8.4.1:  The itSMF scheme certification mark is a registered trademark. Certification bodies are licensed to use the logo, either in colour or black and white, for the following purposes:

a) in marketing collateral describing the itSMF certification scheme and any specific service that they offer

b) on certificates issued to organisations successfully passing an audit

When used in colour, the mark shall be reproduced in the exact colours and font of the issued logo.  The mark will be supplied to certification bodies on acceptance of their application to join the scheme.

The certification body may sub-license organisations, which they have certified, to use the mark subject to the conditions above on their corporate collateral. The certification body will inform such organisations of the permitted uses of the mark when issuing a certificate. 

In particular the mark must not be altered or used in a misleading way, for example to imply certification of something which is not certified.  No other use of the logo is permitted and itSMF will take strong action against any perceived abuse of the mark, whether by a certification body or any other organisation.

The certification body shall exercise proper control over ownership, use and display of its ITSMS certification marks. If the certification body confers the right to use a mark to indicate certification of an ITSMS, the certification body shall ensure that the client organization uses the specified mark only as authorized in writing by the certification body. 
9 Process requirements

9.1 General requirements

SM 9.1.1:  A certification body may offer other management system certification linked with ITSMS certification, or may offer ITSMS certification only. The ITSMS audit can be combined with audits of other management systems. This combination is possible provided it can be demonstrated that the audit satisfies all requirements for certification of the ITSMS. All the elements important to an ITSMS shall appear clearly, and be readily identifiable, in the audit reports. The quality of the audit shall not be adversely affected by the combination of the audits.

NOTE ISO 19011 provides guidance for carrying out combined management system audits.

9.1.2 There are no additional requirements.

SM 9.1.3:  The following requirements apply to the audit team as a whole.
a) In each of the following areas at least one audit team member shall satisfy the certification body's criteria for taking responsibility within the team:

1) managing the team,

2) management systems and process applicable to ITSMS,

3) knowledge of ITSMS processes and their implementation,

4) knowledge of ITSMS effectiveness review and measurement of the processes,

5) related and/or relevant ITSMS standards, industry best practices and procedures,
6) knowledge of incident handling methods,

7) knowledge of the current technology where service management might be relevant or an issue,

8) knowledge of risk management processes and methods.
b) The audit team shall be competent to review all aspects of the service level agreements in the client organization's ITSMS back to the appropriate elements of the ITSMS.

c) The audit team shall have appropriate work experience and practical application of the service management processes (this does not mean that an auditor needs a complete range of experience of all areas of service management, but the audit team as whole shall have enough appreciation and experience to cover the ITSMS scope being audited).

Technical experts with specific knowledge regarding the process and IT service management issues and legislation affecting the client organization, but who do not satisfy all of the above criteria, may be part of the audit team. Technical experts shall work under the supervision of the lead auditor.  An audit team may consist of one person provided that the person meets all the criteria set out in a) above.7.3
SM 9.1.4 Certification bodies shall allow auditors sufficient time to perform the activities related to an assessment.  Annex A provides a framework for determining auditor time expected for an effective audit. 

SM 9.1.5:  Multiple site sampling decisions in the area of ITSMS certification are more complex than the same decisions are for quality management systems. Where a client organization has a number of sites meeting the criteria from a) to c) below, certification bodies may consider using a sample-based approach to multiple-site certification audit:

a) all sites are operating under the same ITSMS, which is centrally administered and audited and subject to central management review;

b) all sites are included within the client organization’s internal ITSMS audit programme;

c) all sites are included within the client organization’s ITSMS management review programme.

The certification body wishing to use a sample-based approach shall have procedures in place to ensure the following.

a) The initial contract review identifies, to the greatest extent possible, the difference between sites such that an adequate level of sampling is determined.

b) A representative number of sites have been sampled by the certification body, taking into account:

1) the results of internal audits of head office and the sites,

2) the results of management review,

3) variations in the size of the sites,

4) variations in the business purpose of the sites,

5) complexity of the ITSMS,

6) complexity of the service management systems at the different sites,

7) variations in working practices,

8) variations in activities undertaken,

9) any differing legal requirements.

c) A representative sample is selected from all sites within the scope of the client organization’s ITSMS; this selection should be based upon judgmental choice to reflect the factors presented in item c) above as well as a random element.

d) The surveillance programme has been designed in the light of the above requirements and covers all sites of the client organization or within the scope of the ITSMS certification within a reasonable time.

The audit shall address the client organization's head office activities to ensure that a single ITSMS applies to all sites and delivers central management at the operational level. The audit shall address all the issues outlined above.

9.1.6 There are no additional requirements.

9.1.7 There are no additional requirements.

9.1.8 There are no additional requirements.

SM 9.1.9:  The audit plan shall identify the network-assisted auditing techniques that will be utilized during the audit, as appropriate.

NOTE Network assisted auditing techniques may include, for example, teleconferencing, web meeting, interactive web based communications and remote electronic access to the ITSMS documentation and/or ITSMS processes. The focus of such techniques should be to enhance audit effectiveness and efficiency, and should support the integrity of the audit process.

SM 9.1.10:  The certification body may adopt reporting procedures that suit its needs but as a minimum these procedures shall ensure that:

a) a meeting takes place between the audit team and the client organization's management prior to leaving the premises at which the audit team provides

1) a written or oral indication regarding the conformity of the client organization's ITSMS with the particular certification requirements,

2) an opportunity for the client organization to ask questions about the findings and their basis;

The audit report should provide the following information:

a) an account of the audit including a summary of the document review;

b) an account of the certification audit of the client organization's implementation of the service management core processes;

9.1.11 There are no additional requirements.

9.1.12 There are no additional requirements.

9.1.13 There are no additional requirements.

SM 9.1.14: Those who make the certification decision shall not have participated in the audit.
9.2 Initial audit and certification

SM 9.2.1:  The certification body shall ensure that the scope and boundaries of the ITSMS of the client organization are clearly defined in terms of the characteristics of the business and the organization.  Information on the scope of certifications is contained in the “itSMF Certification Scheme – Scoping Guidelines” document.  A copy of this document is contained in Annex B.
9.2.1 Application

There are no additional requirements.

9.2.2 Application review

There are no additional requirements.

9.2.2.1:  There are no additional requirements.

9.2.2.2:  There are no additional requirements.

9.2.2.3:  There are no additional requirements.

SM 9.2.2.4:  The entity, which may be an individual, which takes the decision on granting/withdrawing a certification within the certification body, should incorporate a level of knowledge and experience in all areas which is sufficient to evaluate the audit processes and associated recommendations made by the audit team. 

9.2.3 Initial certification audit

There are no additional requirements.

9.2.3:1  There are no additional requirements.

SM 9.2.3.1.1:  Integration of ITSMS documentation with that for other management systems. 
The client organization can combine the documentation for ITSMS and other management systems (such as quality, information security, health and safety, and environment) as long as the ITSMS can be clearly identified together with the appropriate interfaces to the other systems.

Note: ITSM organizations and ITSMS processes can be complex and subsequent to frequent change.  In such situations annual audits may not be appropriate and certification bodies should demonstrate they have considered these issues. 

9.2.4: Initial certification audit conclusions
There are no additional requirements.
9.2.5: Information for granting initial certification
There are no additional requirements.

9.2.5.1:  There are no additional requirements.

9.2.5.2:  The entity which takes the decision on granting certification should not normally overturn a negative recommendation of the audit team. If such a situation does arise, the certification body shall document and justify the basis for the decision to overturn the recommendation.

9.3 Surveillance activities

There are no additional requirements.

9.4 Recertification

There are no additional requirements.

9.5 Special audits

There are no additional requirements.

9.6 Suspending, withdrawing or reducing the scope of certification

SM 9.6.1:  Any suspensions, withdrawals or reductions of certification or certification scope shall be notified to itSMF within twenty working days of the occurrence.  

10 Management system requirements for certification bodies

There are no additional requirements.


Annex A:  Audit times based on IAF guidelines

This table provides a framework for determining the amount of auditor time required for conducting an ITSMS audit of a Service Provider organization, based on the number of employees within the scope of the certification audit.
These figures relate to total on and offsite time. A minimum of 80% of this time should spent on-site.
	Number of employees in IT
	Auditor time required in a certification audit
	Annual auditor time required in a surveillance audit

	1 - 25
	3
	1

	26 - 45
	4
	1 or 2

	46 – 65
	5
	2

	66 – 85
	6
	2

	86 – 125
	7
	2 or 3

	126 – 175
	8
	3

	176 – 275
	9
	3

	276 – 425
	10
	3 or 4

	426 – 625
	11
	4

	626 – 875
	12
	4

	876 – 1175
	13
	4 or 5

	1176 – 1550
	14
	5

	1551 – 2025
	15
	5

	2026 – 2675
	16
	5 or 6

	2676 – 3450
	17
	6

	3451 – 4350
	18
	6

	4351 – 5450
	19
	6 or 7

	5451 – 6800
	20
	7

	6801 – 8500
	21
	7

	8501 – 10700
	22
	7 or 8

	> 10700
	Follow progression above
	

	
	
	


Note:  The number of days within this table relates to both stage 1 and stage 2 audits and assumes that the organization is located within a single site with a normally scoped certification. 
Note: The auditor time required for a re-certification audit is estimated at 66% of the time required for the initial certification audit. 
Note:  The auditor time for surveillance audits each year is normally 33% of the auditor time required for the initial certification audit.

Annex B:  itSMF ISO/IEC 20000 Certification Scheme - Scoping Guidelines 
1. Introduction



This document is intended as a guide to the eligibility and scoping for service providers considering certification under the itSMF ISO/IEC 20000 Certification Scheme (The Scheme).  The scheme is based on the ISO/IEC 20000 IT Service Management standard and it is worth emphasising that this standard is not a product or a service standard.  It is a management system standard and therefore relates to management processes. 

ISO/IEC 20000 is closely related and complementary to the ISO 9001 Quality Management standard.  Therefore service providers that have acquired certification to this standard may have already fulfilled some of the mandatory requirements of ISO/IEC 20000 as long as the scoping of the ISO 9001 certification audit includes the scope of the ISO/IEC 20000 audit.  This is also true for other standards such as the Information Systems Security standard ISO 17799.  The IT Infrastructure Library (ITIL) and the ISO/IEC 20000 standard are compatible.
In order for a Service Provider organisation to achieve certification under the ISO/IEC 20000 scheme it must be able to demonstrate that it has “management control” of all of the processes defined within the ISO/IEC 20000 standard.  For this purpose “management control” of a process consists of:

· Knowledge and control of inputs 

· Knowledge, use and interpretation of outputs

· Definition and measurement of metrics

· Demonstration of objective evidence of accountability for process functionality in conformance to the ISO/IEC 20000 standard

· Definition, measurement and review of process improvements

The first two aspects to be considered and agreed when a service provider is seeking to achieve certification under the Scheme are:

· is the service provider eligible for certification under the Scheme?

· if the service provider is eligible for certification, then what is the scope of the processes being audited?

Eligibility is based on the extent and degree of management control that the service provider has over the ISO/IEC 20000 processes.  In order to be eligible for certification within the ISO/IEC 20000 scheme a service provider must be able to demonstrate management control of all of the processes contained within the ISO/IEC 20000 standard.

With regard to scoping of the certification then due consideration should be given to the areas being reviewed in terms of:

· the geographical aspects involved, such as an office, group of offices, a region a country, globally, etc.

· the organisational aspects involved, such as a department, a group of departments, all departments, etc.

· the service aspects involved, such as a service, a group of services, a section of the service catalogue, all services, etc.

These two aspects are considered in the following sections of this document.  However, before these aspects are considered a few definitions and relationships need to be explained.  These are illustrated in the following diagram and described in the following paragraphs and bullet points. 
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Figure 1: ISO/IEC 20000 relationship between providers and suppliers

Situations are never this simple or clear in reality.  The situations are invariably much more complex involving often long and intricate supply chains.  This document cannot cover all eventualities but attempts to provide guidelines that can be adopted to fit these varied and complex situations.  

It is assumed that the organisation seeking certification is the Service Provider organisation, either ISP or ESP as illustrated in figure 1.  However, in reality many organisations have multiple roles and may appear with different functionality in different scenarios.   Therefore a single organisation may appear as an EUO, ISP, ESP or supplier dependent upon the supply chain being considered.  Scoping of the audit and certification are therefore crucial to the whole process.

A number of definitions associated with the components illustrated in figure 1 are contained within the following list:

The Business:

· The Business:  an overall corporate entity or organisation formed of a number of business units which provide a set of products or services.

· The Business Unit: is a segment of the business entity by which both revenues are received and expenditure are caused or controlled, such revenues and expenditure being used to evaluate segmental performance

· The End User : the recipient of a service, a person using the service on a day-to-day basis

· The Customer : the recipient of service(s), usually customer management has responsibility for funding the service, either directly through charging or indirectly through demonstrable business need

· The End User Organisation (EUO): an organisation which is a recipient of a product or a service from the service provider and consists of both customers and end users  

The Service Provider:

· The Service Provider: the unit responsible for the provision of IT services seeking certification.  The Service Provider supplying services to Customers can be either internal (Internal Service Provider - ISP) or external (External Service Provider - ESP).to the overall organisation being considered for certification.  This may also include outsourcing service provider organisations or co-sourcing service provider organisations, working in partnership with other service provider and supplier organisations. 

The Services:

· Service(s): a set of IT service provided to an End User Organisation

· Managed Service(s): a set of services provided by an External Service Provider to the End User Organisation of a separate organisation

The Suppliers:

· The Supplier: a third party responsible for supplying underpinning elements of the IT services.  These suppliers may range from commodity hardware or software vendors, through network service providers and major hardware and software manufacturers to major outsourcing organisations and strategic partnering relationships.

· The Lead Supplier: a third party responsible for supplying underpinning elements of the IT services.  Lead suppliers use subcontracted supplier(s) to assist in the delivery of their elements of IT service(s).

· The Subcontracted Supplier: a third party responsible for supplying underpinning elements of a service supplied by a lead supplier.  

The IT Infrastructure:

· The IT Infrastructure:  the Information Technologies (IT) components or Information Communications Technologies (ICT) components (hardware, software, products etc.) necessary for the delivery of services to the users.  It is the convergence of Information Technology, Telecommunications and Data Networking Technologies into a single integrated technology

· IT Infrastructure Library (ITIL):  A set of guides containing “best practice” guidelines on the management and provision of operational IT services

2. Basic scoping guidelines

When seeking certification a Service Provider should decide the scope of the service to be audited and agree this with the ISO/IEC 20000 auditor in advance of the audit.  The scoping statement should be validated by the auditor, referenced in the audit report and the scope stated on any ISO/IEC 20000 certificate. 
The Service Provider seeking certification may be an entire organisation or part of an organisation.  For certification, it is unimportant whether the processes within the scope of the audit are performed entirely by a single Service Provider or performed partly by other organisations.  Certification of one Service Provider might rely on evidence or contributions from other supplier organisations.

Those who wish to take assurance from a Service Provider’s certificate might ask to see the scope of a ISO/IEC 20000 certification.  It is therefore important that this is unambiguous and accurate.  The certificate should not intentionally or unintentionally imply that the certified Service Provider has capabilities over and above those covered by the assessment.  The auditor should ensure that the declared scope accurately describes the actual scope of the audit.  If at any time during a Service Provider’s certification cycle (e.g. during repeat audit checks) the auditor determines that the declared scope has changed, then the certificate, and possibly the basis of the certificate, will need to be amended, including the scope.  The terms of a service contract cannot remove or reduce the obligation on the auditor to obtain sufficient appropriate evidence of conformity to the specified requirements.  It might therefore be necessary for the Service Provider being audited to obtain supporting evidence or assistance from suppliers, involved in the delivery of the service(s) in question, in order for the Service Provider itself to demonstrate compliance with all areas of ISO/IEC 20000 and for the audit to be satisfactorily completed. 

When developing a scoping statement for a Service Provider seeking ISO/IEC 20000 certification, the following statements should be considered:

· as with all BS and ISO standards the certificate can only be awarded to a single legal entity, so it would be sensible for the Service Provider to be quite clear about what processes or parts of processes are performed by which legal entities involved within the service management processes

· the naming of the processes is irrelevant, ISO/IEC 20000 is about the existence of processes, their content, quality and usage 

· the scope of the ISO/IEC 20000 certification needs only to define the managed services for which certification has been granted

· the commercial arrangements for the provision of the services under consideration are irrelevant to the decision on eligibility or not of the Service Provider.  Whether the service is provided to customers on a commercial or non-commercial basis is of no importance

· the Service Provider does not need to own the infrastructure or its components

· a Service Provider seeking certification needs to specify which processes they have direct control over and the processes that have been partly or fully outsourced

· a Service Provider needs to be clear on the role of all suppliers involved within the service management processes (e.g. in-house functions, suppliers and other third party organisations for example doing hardware maintenance) and their documented and agreed roles and responsibilities within the processes

· during the audit the service provider must provide evidence that all of the requirements of ISO/IEC 20000 Part 1 are met.  This means that all of the service management processes contained within ISO/IEC 20000 must be covered, there should be no exclusions.  

The scoping statement should explicitly cover:

· the services encompassed by the audit

· any geographical or location boundaries (e.g. a site, a regional or national boundary)

· organisational or functional boundaries

· any outsourced process components (e.g. the performance data collection elements of Capacity Management)

As a guideline a service provider should be able to easily provide the following:

· clear definition of the scope of the services and infrastructure within the scope of ISO/IEC 20000 audit

· the interfaces between processes, with clarity on how they are controlled by the service provider.  With ISO/IEC 20000 it is really important that people realise how the processes interface and interact with each other and are controlled overall, including key process contacts within other organisations.  A service provider with a full set of good processes each operating in isolation, is not good enough to achieve certification

· information on the role of and the interfaces to other organisations, involved in the overall service delivery, including any of the service provider’s customers and suppliers.  

If a service provider can't produce this information easily at high level they are probably not suitable for ISO/IEC 20000 certification at this stage, as this indicates inadequate overall service management processes and they are very unlikely of being capable of passing the audit.

The certificate awarded would eventually be limited to the services stated within the agreed audit scope, which might not be the whole Service Provider organisation.  All audit certificates have a scope, and it is advisable  to check the scope if it is intended to accept ISO/IEC 20000 as evidence of good service management (e.g. in a due diligence stage). 

Often Service Providers may wish to acquire ISO/IEC 20000 for a scope which represents a small part of their total organisation.  This is acceptable within the Scheme as long as the Service Provider is operating a management system in compliance with the requirements of the ISO/IEC 20000 standard.  Care should be taken to ensure that this is the case for small sections of large Service Provider organisations.  Similarly, if a Service Provider is seeking certification but does not have management control over all processes, they should be informed that ISO/IEC 20000 is not appropriate.

A Service Provider such as an outsourcing company and their EUO therefore cannot both get separate certificates for the same set of service management processes

Clearly the scope of each certification is very important.  It is used to describe the extent of the certification within the certified organisation.  The ISO/IEC 20000 certification relates to the service management processes and the management system used to deliver IT services and therefore the scope should indicate that.  For example if organisation A has been certified for the provision of all internal IT services the certificate scope should be:

"The IT Service Management System that supports the provision of “SERVICES” to “CUSTOMERS” within the technical and organisational boundaries of “LEGAL ENTITY” and “LOCATIONS”.

Optionally this may also include an additional sentence:
This is in accordance with "LEGAL ENTITY's" "SERVICE CATALOGUE or SERVICE MANAGEMENT PLAN" and includes all IT service management processes and the management control of those interfaces that support them."

Note – Product names should not be used in certificate scopes.

3. Scoping examples

As has already been stated most service providers will have many suppliers contributing to the overall delivery of services to the end customer.  There can and often are complex relationships between the organisations involved in the provision of IT services.  This is why the scoping statement is so important.  It is the auditor’s role to assess the eligibility of the service provider and the suitability of the scope, the management system, the processes, the documentation and the competence of the staff. The auditor will assess these aspects in the context of the needs of the customer, business and regulatory bodies and agree the scoping statement with the Service Provider being audited. 

The following examples are provided as illustrations of some of the complex issues relating to ISO/IEC 20000 eligibility and scope:

Scoping Example 1:
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Figure 2: Scoping example 1

An internal IT department is the sole IT Service Provider within Organisation1, as illustrated in figure 2 above.  It has adopted ITIL service management best practices for all services offered to other internal business units (A, B, C, and D above) and hopes to achieve ISO/IEC 20000 in the next year. It is planning to complete implementation of the service management processes for all services within the next year.  Organisation1 is therefore eligible for certification within the Scheme.  What is the scope of certification? 

This is a simple example, Organisation1 would seek certification for the internal IT department and its service management processes.  An ISO/IEC 20000 certificate would show the certificate had been awarded to Organisation1 and the scoping statement (which forms part of the certificate) would show it was the internal IT department and its processes that had been certified.  The scoping statement should be something like:

"The IT Service Management System that supports the provision of all internal IT services within the technical and organizational boundaries of Organisation1”.

Scoping Example 2:
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Figure 3: Scoping example 2

Organisation2, shown in Figure 3 is similar to the previous Service Provider but has outsourced its Service Desk to a supplier.  Will Organisation2 still be able to seek ISO/IEC 20000 certification?  

Yes.  ISO/IEC 20000 is a process based standard and makes no requirements for specific functions to be audited and declared within scope. The Service Desk is a function and ISO/IEC 20000 does not require the IT service provider to be responsible for the Service Desk as a function.  However, Organisation2’s IT department must still have management responsibility for processes such as incident and problem management and be able to demonstrate these are managed from within their own Service Provider organisation.  In this scenario the Service Desk supplier would be responsible for delivering first line support but Organisation2 would have management responsibility for first, second and third line support.   There should be evidence that the process interfaces to the outsourced Service Desk are defined and managed:

For example, the incident management interfaces should be defined in such a way to ensure that:
· all incidents for the defined services and infrastructure are recorded

· procedures to manage the impact of service incidents are co-ordinated between the Service Desk supplier and Organisation2 

· procedures that define the recording, prioritisation, business impact, classification, updating, escalation, resolution and formal closure of all incidents are aligned where appropriate, e.g. priority codes. 

· Organisation2 customers are kept informed of the progress of their reported incident. 

· all actions are recorded on the incident record.

· all staff involved in incident management (first, second and third line in this example) have access to relevant information such as known errors, problem resolutions and the configuration management database

· information and management reports from the Service Desk should be available to the second and third line support groups as the processes cannot be effectively managed without them.  Organisation2 should arrange to have access to the Service Desk supplier’s incident and problem management systems and information

The Service Desk supplier cannot get certified for its external Service Desk services as the standard does not relate to products and services.  However, they can get their internal processes certified as long as all of the requirements of the ISO/IEC 20000 standard are met.

Scoping Example 3:
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Figure 4: Scoping example 3

In this example as illustrated in figure 4, there has been a recent decision to outsource the applications development and maintenance work for Organisation3’s back office systems to the third party supplier, who is also providing the Service Desk.  Will Organisation3’s IT department still be able to seek ISO/IEC 20000 certification?
Yes. The ISP is still responsible for all of the service management processes within ISO/IEC 20000, as it will still manage the infrastructure services, excluding the application services.  However, it will still retain responsibility for aspects of the applications development, roll-out and delivery, to ensure delivery of service to the end users.  In this example, it means that they perform processes such as change, configuration and release management for releases outside of the applications development work.  They will also have some involvement in the service provider’s processes for change, release and configuration management of the application development service provided by the supplier.  

The supplier management process becomes more important and the auditor would expect to see clear definitions of the interfaces with the supplier for the service management processes.  For example, the requirements for receiving an application release from the supplier should be clearly defined.  A list of known errors, problems, completed and outstanding changes would typically be handed over with the release and this provides some of the information required to interface to the incident, problem and change management processes. 

The terms of the service contract should define the requirements for service management and the auditor will seek to obtain sufficient appropriate evidence of conformity to the specified requirements.  It might therefore be necessary to perform an audit of evidence and procedures from the supplier in order to complete the audit.  The supplier may also seek certification and this would be appropriate as long as the scope of the supplier ISO/IEC 20000 audit was agreed as its own internal service management processes.  However it is not necessary for the supplier to be ISO/IEC 20000 certified, in order for Organisation3 to become certified. 

Scoping Example 4:
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Figure 5: Scoping example 4

As part of the general move to outsourcing all IT services, Organisation4’s IT services department is considering outsourcing all its application and infrastructure management to an external third party supplier as illustrated in figure 5.  Will Organisation4’s IT department still be able to seek ISO/IEC 20000 certification? 

The answer here is maybe.  Further information is required in order to make an accurate assessment of the situation:

Scoping Example 4a:

No, it is unlikely that ISO/IEC 20000 would be an appropriate standard for Organisation4.  It would not be appropriate because although Organisation 4 has supplier management in place it has very limited responsibility for any of the service management processes within ISO/IEC 20000.  It is likely that some of the processes are now completely outsourced such as incident, problem and configuration management.  It will therefore no longer be responsible for the management control of all the ISO/IEC 20000 service management processes. Although an ISO/IEC 20000 certification is not appropriate for Organisation4 it will still find ISO/IEC 20000 useful in the assessment of their processes and those processes performed by their supplier. They may also request or require that some of their outsourcing suppliers achieve ISO/IEC 20000 certification in the future. 

Scoping Example 4b:

Yes, it is possible that ISO/IEC 20000 would be an appropriate standard for Organisation4.  If organisation 4 retains management control of all of the ISO/IEC 20000 Service Management processes even though major elements of most of the processes are performed by the Service Desk supplier.  For example consider Capacity Management.  If the responsibilities for the process were as follows:

· Supplier: All activities associated with regard to Resource and Service Capacity management including, collection and analysis of all performance and capacity information in all areas of technology.

· Organisation4: The overall analysis of all capacity statistics and all activities associated with Business Capacity Management, including the determining of business requirements and the production of the Capacity Plan.  Organisation4 is clearly demonstrating knowledge if the inputs and interpretation of the outputs of the process.  However it must also be responsible for the measurement of process metrics, process conformity to ISO/IEC 20000 and definition and management of process improvements.

Note:  In this particular example it would also be possible for the Service Desk organisation to gain certification, provided all of its internal Service Management processes conform to ISO/IEC 20000 requirements.  However, the certificate must be carefully scoped to state that this is the case and the certification implies nothing about the quality of service provided by the Service Desk itself.
Scoping Example 5:
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Figure 6: Scoping example 5

Figure 6, illustrates an extension to the basic scoping model.  Here the External Service Provider (ESP), wishes to seek ISO/IEC 20000 certification as its customers are starting to specify this as a requirement of suppliers in Invitations To Tender (ITTs).  Will the ESP be eligible for ISO/IEC 20000 certification, even though its Service Desk, infrastructure management and applications management functions are located in different countries?
Yes.  The location of the units that perform the processes to be audited is irrelevant for ISO/IEC 20000 eligibility and scoping.  The ESP can seek certification as it is a legal entity and it operates all ISO/IEC 20000 processes across its total customer base.  It is not necessary to operate all ISO/IEC 20000 processes for all clients but it is necessary that all ISO/IEC 20000 processes are applied consistently throughout the ESP organisation but not necessarily to all customers and all services.  However, the scoping statement of the ISO/IEC 20000 audit needs to clearly state the limits or exclusions of the certification.

An alternative scenario would be to seek certification for the ESP with the scope limited to the processes underpinning the ESP’s external services, possibly making reference to the organisation’s service catalogue.  Other areas within the ESP organisation could then apply for certification at a later date as long as the processes are applied consistently throughout the scope of the certification.  The order of certification will very much depend on the business requirements and drivers for the ESP organisation itself. 

Scoping Example 6:
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Figure 7: Scoping example 6

In this example which is similar to the previous one the ESP only provides limited coverage of the ISO/IEC 20000 processes.  Will the ESP be eligible for ISO/IEC 20000 certification?
No, not if the scope relates only to the external services provided.  If however the ESP’s own internal IT department implements all of the ISO/IEC 20000 processes then it would be eligible for certification but the scoping statement would need to clearly reflect that the certificate only referred to the ESP’s own internal service management processes.

Scoping Example 7:
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Figure 8: Scoping example 7

Figure 8 illustrates a situation that is becoming increasingly common, that of co-sourcing.  This is where a number of outsourcing organisations or ESPs, group together to provide an outsourced solution, in this case to Organisation7.  Will any of the organisations in this example be eligible for certification?

The answer here is maybe.  However, because so much of the responsibility and accountability for the Service Management processes has been outsourced to the ESP organisations, it is unlikely that Organisation 7 will be eligible for certification.  Further information is required in order to make an accurate assessment of whether either of the other two organisations would be eligible:

Scoping Example 7a:

If the management control for the Service Management processes where split between the two organisations neither would be eligible for certification.  If for example, ESP1 had management control for the Service Delivery processes and ESP2 had responsibility for all other Service Management processes, then clearly neither of the two Service Provider organisations would be eligible for certification.

Scoping Example 7b:

If alternatively for example, both organisations had responsibility for elements of the infrastructure then this is a completely different situation.  If ESP1 provided the Data Centre functionality and ESP2 provided the network and desktop infrastructure and both ESPs maintained management control of all of the ISO/IEC 20000 Service Management processes within their area of responsibility, then clearly both organisations could potentially be eligible for certification.


Scoping Example 8:
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Figure 9: Scoping example 8

In this example Organisation8 is using an outsourcing organisation to provide a total solution to provision of its IT services.  The only Service Management processes that Organisation8 has management control of are Service Level Management and Supplier Management.  Clearly in this situation Organisation8 is not eligible for certification.  The ESP organisation however clearly could, provided it can demonstrate management control and conformance to ISO/IEC 20000 in all areas.
As can be seen from the above examples the issues of eligibility and scope are very complex ones and each case must be judged on its individual merits.  
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